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THE WHITE HOUSE

WASHINGTON

May 14, 1973

MEMORANDUM FOR: MEMBERS OF THE INTERAGENCY
CLASSIFICATION REVIEW COMMITTEE
- FROM: RICHARD C. TUFAROVL)
SUBJECT: EXAMPLES OF DEPARTMENTAL

INITIATIVES IN DEALING WITH
CLASSIFICATION ABUSES

Enclosed are several items which may be of interest in developing
departmental policies and procedures for dealing with classification
abuses as defined in our Quarterly Report. These items include:

1. A form warning notice utilized by the United
States Information Agency.

2. A copy of a portion of the Minutes of the AID
Security Information Committee Meeting on December 6,
1972 wii'v an indication of the sanctions applied against
classifiers for classification abuses.

Some departments and agencies have taken very positive steps to ensure
that all employees and, in particular, all classifiers are advised of
possible sanctions for classification abuses. In addition, routine pro-
cedures for administering letters of caution or warning notices are
utilized to expedite departmental action and to ensure fair treatment to
all employees.

State Dept. review completed. Referral to NSC not required.
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UNITED STATES INFORMATION AGENCY
WASHINGTON 20547

Dear

Subject: Warning Notice (Abuse of Classification/Declassification
Policy)

A review of the document identified below has disclosed abuse of
the Agency's Classification/Declassification policies. The specific
abuse charged iz checked on the enclosed copy of Agency Announce -
ment dated February 5, 1973, '"Cautions Concerning Classification
and Declassgification of National Security Information and Material
(Executive Order 11652), " ’ '

A record of this abuse will be included in a quarterly report to the
National Security Council, however, will not be forwarded for
inclusion in the addressee's permanent personnel file. Subsequent
abuses charged may result in recommendations for disciplinary
action following the procedures established for Security Violations
found in 5 FAM 994. 4-2

Document:

Type: Series-Number: Date:
From: | To:

Subject:

Classification: Declassification Category:

Identity of highest level approving official:
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(Under provisions of Executive Order 11652 and implementing
directives of the National Security Council, the highest level
official who signs or finally approves a document containing
classified information shall be deemed to be the classifier, and
shall be held accountable for the propriety of classifications
attributed to him.)

Since rély,

Robert D. Barber, Chairman
Council on Classification Policy
(Assistant Director (Security))

Enclosure:

Copy of Agency Announcement
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, .- u.s. INFORMATION AGENCY ANNOUNCEMENT
I WASHINGTON, D.C. February 5, 1973

CAUTIONS CONCERNING CLASSIFICATION AND DECLASSIFICATION OF
NATIONAL SECURITY INFORMATION AND MATERIAL (EXECUTIVE ORDER 11652)

Circular 4050 & 408F explains the requirements for establishing
a Data Index System (DIS) for the control of classified materials.
It lists the objectives to be obtained and the manner in which it
is to be accomplished within the Agency.

Under the provisions of Executive Order 11652 and its implementing
National Security Council directives, the Agency also must review
all of the classified material forwarded to the DIS for compliance
with the procedural requirements for the classification and declas-
sification of national security information. Based on this review,
a quarterly report is submitted to the Interdepartmental Classifi-
cation Review Committee of the National Security Council listing
not only the number of abuses, but their nature and the names of
the individuals held responsible for them.

To assist you in complying with the Executive Order, its provisions
have been reviewed and a list of possible common abuses compiled.
Appropriate paragraph references of uniform State/AID/USIA Security
Regulations, 5 FAM 900, are added after the abuses listed below for
your convenience.

Careful review of classified material originating in your section
can preclude these abuses and allow us to avoid the embarrassment
of reporting deficiencies to the Interdepartmental Committee.

POSSIBLE COMMON ABUSES (see referenced paragraphs 5 FAM 900 for
details of proper procedures.)

1. Unnecessary or over-classification. (913)
2. Approving official not identified. (913.2)

3. Approving official not authorized to assign classification.
(912)

4. No downgrading or declassification marking. (931)

5. pDowngrading or declassification marking improperly applied.
{931)

6. Accelerated Declassification Schedule - No automatic declas-
sification date or event. (931 b)
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7. GCeneral Declassification Schedule - Incorrect or no date
for declassification. (931 a)

8. Exemption category not cited. (924)

9, Official approving exemption does not have Top Secret
authority. (924)

(Although the Agency was not authorized to classify material
Top Secret, an amendment to the Executive Order authorized
the following officials to exempt classified material from
the General Declassification Schedule: the Director, Deputy
Director, Deputy Director (IOP), Associate Director (IOR),
Assistant Directors IAA, IEA, IEE, ILA, INE, ISA, IWE, and
10S.)

iO; Transmittal document imﬁroperly marked. (931.5)

DISTRIBUTION: B - Overseas Supervisory Level
o ' Y - Domestic Supervisory Level
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Hre Tennent then stated thet in the intevest of maintaining
the romentan shich ASIC has davelosed 3o date, he felt the
comeittes should focus on sope spocific aress which would
aszist in mowre adeguatoly roppond im Lo the ICRC in our next
Guarterly repori.

It was the consonmus of ths Compittas that efiorts showld o
made o (1) obtain & dufinition of «laasification sbuse
applicelle GCovermmentewids from the ICRC and {3) =satablich
wniformity within the forelign ofifairs commndty {Uepzriment
of State, USIa, AlLD) vhere we operate under jolat ssourity
roguiations. In the interin the Committess approved the
adeptica of the following definitions and administyative
ackticns Lo o takeme

1. Irhusa shsll be dofipsd as auy izproper use or itvecatment
of slazeificetion reguiraemenis.

de Zhussp will be ropervted to the ICRC guariersly as
requirsd in those instances where sdsinistzative aciion
hag bhasn LoUER. :

3. administrative action 1o be appliad to sbuses comalticd
within a one-yoenr pericd may follow the guidelinss
1istad bolow: C

#iret offonsas Iettoy of ¢aution

- Beoond ollense: Ietter of warning
“third ofienges Lattey of repvimand
¥ourkh offenses Suppension
Pifth offenanas Removal

2 discumsion gnswed regarding an appodls pechanism spproprie
ate to this pensliy system and Mr. Dragon stated he was of
the voinicon the Mpency's asteblisghed porsennsl apresls D=
cedures should be followed. The Commities ooncurred ia this
ﬁwﬁ'mﬂto

It wae emphasiond that the obove ponalty sysiem wes & culde.
lioe ond not & rigid sutomatically sgmerzaed schedule. It
wdg uxlerstood and aygraad cach infraction {avoiving clossie
fication ehuses wveuld bz adiuvdicatad on its individual
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